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A.P. State Council of Higher Education
Semester-wise Revised Sy[abui under CBCS,
2020-2r

Three-year B.Sc.
Domain Subject: Cloud

Computlng
III Year B. Sc., - Semester _

V Course 6A: SOAp IntegraHon for
SaaS
(Skill Enhancement Course (Elective), OS

CreditslMax Marks: Theory:lod +
Practical:50

II' syllabus: (Total Hours: 90 including Teaching, Lab, Field rraining and unittestsetc.)

I'NIT.I
In-troduction to wsDL, structure of wsDL, Abstract and concrete WSDL, Introduction tosoAP Messages, structure 

9-{-qo-Ap Messages, SoAp Binding" i" ws6i, c"nerate orobtain the web Service wSDL, Import -the wsDL File into voui'o"retopme.rtPlatform,Primitive data types in soap Api, Introduction to SoAp uI Testint Inierface.I'NIT-II
soAP API structure in Salesforce, Fierd [pes, compound fields, ApI data t)apes andSalesforce,freld types, Core data types usea in epi caUs, System n"lJ", f..qrr..rU,occurring fields, API field properties,Uffff- fU
custom objects, Extemal objects, Tooling ApI in the Enterprise WSDL, characteristics ofAPI calls, Factors ttrat allect data access,-package, and .,r"."io' settingf
I'NIT-tV
Error handling for session expiration, ApI Fault codes, Security: User Authentication,User profile and Permission set configuration, Security token, ShingIINIT.V
obtaining the Partner wsDL file, calrs and the partner wsDL, object, frelds and freld
{1a and the partner wSDL, 

-eueries 
and the partner wsDL, Namesp"""" i' trr" partner

WSDL,User Interface themes,Examples using tire partner WSDL,

Course Code:

U

Science
UniverstU

i10

I. LearnlngOutcomes:
Students after successful completion of the course will be able to:1. Understand the architecture of a WSDL document

2. Identi$ various elements in a SOAp message
3. Create SOAP based web services to integraion
4' Use the soAP services exposed by saleJorce.com for integration with on-premiseclouds
5. Handle securit5r management and session management in SOAp calls



ru

III.

vI.

1.

2.

3.

4.

5.

6.

l.
2.
J.
4.
5.

6.

Practlcal Syllabus: Course 6A: SOAP Iategretlon for SaaSSklllsOutcomes:
On successful completion of this practical course, student shall be able to:
ArLiculate the operations that a web service can perform based on the wsDL
Understand the SOAp bindings needed for seruict integration
Explain the SOAP APIs available in Salesforce
Integrate and invoke SOAp ApIs of Salesforce from client machines using
SOAP UI

l"1fo1m CRUD (Create, Read, Update, Delete) operations on objects of
Salesforce
Handling authentication or authorization on secure web services
PractlcalSyllabus :

Creating an abstract WSDL to identi$ various elements of a web serrrice.
Converting a Java class / APEX code to a concrete web service
Invoking a SOAP web service from SOAP UI
Calling a SOAP web service from a Java class or ApEX class
Performing create, read, update, and delete operations on different objects in
Salesforce
using various authentication methods to invoke secure web services.

v
L
2.

3.

4.

5.

References:
Programming Web Services with SOAP by Doug Tidwell and James Snell
Salesforce.com integration patterns by Salesforce.com
Web Services Testing with SoapUI by CharithaKankanamge
Web tutorials on SOAP ApI testing
Other web sources suggested by the teacher concerned. and the
college librarianincluding reading material

Co-CurrlcularActlwitles :
a/ Maadatory: firaining of students by teacher on held related skills: rShrs)l. fo{fe1c!91: Training of students by teacher in laboratory alrd field fir atotal of lshours on the concept of integration from on-premise cloud to ofr-premise clouds with specifc reference to Salesforce.
2. For student: Individual can browse through Internet to understand various

integration paradigms related to soAp wita specific reference to saresforce
and is advised to submita report on how different web services of Salesforce
can be invoked from different crientenvironments in s prg" ao"r-;t *ith 

-

relevant examples, source code and architectural diagraris.
3. Max marks for Field Work Report: OS.
4. Suggested Format for Field work: Title page, studeot details, content page,

introduction, any three soAp ApIs or saleiforce, invocation mechanism Toi
these API., Common issues related to t_heir invocation, Conclusion and
Acknowledgements.

5. Unit tests (IE).

4
l.
,)

J.

4.

5.

Suggeste d Co-CurrlcularActivlties
Training of students by related industrialexperts.
One Seminar
T\vo Quizzes
Infographics on service architectural models.
Invited lectures and presentations on related topics by freld/industrial experts.

$

Dr. O' U

Chairman BOS.UG

DePl of Gomputer Science

Acharya Nagaquna University

Nagarlun aNagar-522 510



VU. Suggested euestion paper pattcrn3

Time: 3 Hours
Max. Marks: 75

SECTION.A

Answer any FIVE of the folowing euestions:
1.
.)

J.
4.
5.
6.
7.
8.
9.
10.

(5 x 5= 25 Marks)

il:[,J#nH:tter must select TWo Short euestions and TWO Essay euestions

SECTION - B

*"Ir:. any FIVE of the following euestions (5 X lO =5O Marks)
12.
13.
74.
15.
16.
17.
18.
19.
20.

. Demonstration of a given SOAp ApI

Suggested euestloa paper Modet for pracfical ExamlaaHoaSemester - v/ Cloud Computingl g6u-1-;-: 6A (SoAp
Integration forSaaS)

Max. Time :3Hrs. cloud computlng
Max. Marks : 5O

I
2

3

. Identification of message structures and SOAP bindings related to the ApI. Invocation of t]:e ApI bv r

IOM - passing relevant inputs using soap UI and Java
4' Analysis of authentication and authorization mecha:risms related to the ApI
5. Record+Viva-voce (10+ lO)

M

5M
5M

10

0

20



A.P. State Council of Higher Education
Semester-wise Revised Syllabus unaer CBCS;
2020-27

Three-year B.Sc.
Domain Subject: Cloud

Coruputing
III Year B. Sc., _ Semester _

V Course 7A: REST Integration for
SaaS
(Skill Enhancement Course (Elective), OS

Credits)Max Marks: Theory:lod +
Practical:50

L€arnilgOutcomes:

Students after successful completion of the course will be able to:Understand the architecture of a WADL document
Understand different t5rpes of REST resources
Expose native methods as REST based web services to integration

:i::*" 
REST services exposed by Salesforce.com for integr"atio, *itf, on_premise

Understand the CURL and Workbench platforms to invoke and integrate RESTseryices

II. Syllabus: (Total Hours: 90 including Teaching, Lab, Field Training and unittestsetc.)

UNIT. I
Introducing Force.com REST ApI, REST Resources, WADL structure, Using

;ffin:s.11", 
UsingConditionat Requests, C.o""_d.ie{. n""or."" Sii*irrg jCOnSy

I'NIT.U
obtain a salesforce Deveroper Edition organization; Set up Authorization, Send HTTpRequests witicURl,
I'MT. tII
Using workbench, Getting Information about My organizationworking with objectMetadata,
I'NIT.tV
Working with Records, Working with Searches and eueries, Working withRecently Viewedlnformation, Managing Use. pass*ias.
UNIT.V
working with Approvar processes and process Rules, Using Event Monitoring, usingCompositeResources.

I

Course Code:

l,
2.

3.

4.

5.

U
Dr.

510.
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4
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l,
2,

3.

4.

5.

6.

Practlcal Syllabus: CourseTA:REST IntegratloE for SaaSSklllsoutcoaes:
O-n successful completion of this practical course, student shall be able to:Understand the structure of a RESTful services and the dilferences
between REST andSOAp calls.
Understand the REST service bindings needed for integration.
Understand tle CORS framework
Create REST integrations classes.

|"frT" CRUD (Create, Read, Update, Delete) operations on objects ofSalesforce usingREST resources.
PracticalSyllabus :

Creating a REST services from a native method
Invoking a local REST service using any testing tool such as postman, soap UI
_9l:1d"g a REST integration class for invoking-a salesforce REST serviceWia*S a RES'T integration class to perform C-RUD operations on asalesforce RESTresource
Exposing custom objects of Salesforce as RES,I resources.
Integrating two REST ApIs using a common REST integration class.

V. Refereaces:
l. REST API In A Nutshell by Van Nguyen
2. RESTFUL Web ApIs: Sgrvices fo. a 

-Ctrarrging 
World by

LeonardRichardson and Mike Amundsen
3. Salesforce.com Integration patterns by Salesforce.com
4. Other web sources suggested by the tlacher concemed and the

college librarianincluding reading material

VI. Co-CurrlcularActivldes:
a/ Mandatory: (Training of students by teacher on field related skills: 15hrs)l' rg{ea-c}grt Training of-students by teacher in laboratory and freld for atotal of l5 hours on understand.ing various micro-services- used in various

Mo_bile Apps introduced by public sector agencies such 
"" ;;k", ir;"i

OIEces, Government OIIices, e[c.,
2. For Student: Individua-lscan visit a Bank or a post Office or a Village

secretariate to understand the concept of micros services which arJ RESTful
-yrviceg used for providingcitizen services. Altematively, they can gothrough the marruals of certain citizen portals that expose their opirations
as RESTful services. They need to submit a S_page doiument thaiillustrates any 3 RESTful services and their opi.Itiorr" with relevant
examples.

3. Max marks for Pield Work Report: 05.
4. Suggested Format for Field work: Title page, student details, content page,

introduction,any three soAp ApIs or Site-sforce, invocation mechanisrn ior
these APIs, Common issues related to their invocation, Conclusion ;J
Acknowledgements.

5. Unit tests (IE).
{ SuEeested Co-CurrlcularActivifies
l. Training of students by related industrialexperts
2. One Seminar
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. Two Quizzes

. Infographics on service architectural models.
' Invited lectures and presentations on rerated topics by field/industrial experts.

VI[. Suggested euesHon paper pattern:

Time: 3 Hours Max. Marks: 75

SECTION.A

Answer any FIVE of the following euestions: (5 x S= 25 Marks)
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

SECTION _ B

Answer any FIVE of the following euestions (5 X 10 =S0 Marks)
I t.
12.
13.
74.
15.
16.
t7.
18.
19.
20.

J

4
5

Note: Paper Setter must select TWO Short euestions and TWO Essay euestionsfrom Each Unit

Suggested Question Paper Model for practical Examlnation
Semester - V/ Cloud Computing Course - 7A (REST Integration for SaaS

Max. Time :3Hrs.
Cloud Computing

Max. Marks : 50l. Demonstration of a given REST ApI
2' Identilication of message structures and RES| bindings related to the ApI3. Invocation of the ApI by passing relevant inputs using soap UI and JavaM
4. Analysis of REST resources arrd their usage

M

5M
5M
10

10

5. Record+Viva-voce (1O+ l0 20

u
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A.P. State Council of Higher Education
Semester-wise Revised Syllabui under CBCS,
2020-21

Course Code:

510'

Students after successful completion of the course will be able to:l. Estimate various compute services offered by AWS2. Understand the EC2 architecture
3. Comprehend the security schemes of AWS instances4. Explain the load batancing and high_availability concepts

II. Syllabus: (Tota1 Hours: 9O including Teaching, Lab, Field Training and unittestsetc.)

UNIT- I
Introduction to AWS, Diffelel!. Comnute Services, Introduction to Elastic Compute

3f#rlE"r,,rifferent 
AMIS, Virtualization tvtechanisms used in AMI;; E;;;il

configuring the EC2 instance,.rnstaning various programming environments, SDKs,Libraries, etc.,Elastic Beanstalk, Creati6n of a guicfWet"it.i"ltf, 
"".y fi;il;.UNIT- III

Securing an u,C2 instance, Identity Access Management, creation of Rores, SecurityGroups, Accesscontror Mechanisms using securi-ty G.orrp", Virtuar private croudUNIT-Iv
Introd rction to High Availability, Awailability Zones in AWS, Auto_Scaling, CloudW_atch__formonitoring metrics, Scatng 

"p ".ra 
aorlr,rr, Load balancingUNIT.V

creating snapshots of instances,.c_ustom AMIs, Using Elastic Block storage, publishing
Custom AMIsin Amazon,s Matket place.

'J
N

\)(.

I.

Three-year B.Sc.
Domain Subject: Cloud

Computttrg
III year B. Sc., _

Semester - Vcourse6B: AWS
Compute Senrices

(Skill Enhancement Course (Elective), 05
Credits)Max Marks: Theory: lod +
practical:5O

LearnhgOutcomes:



V. References:

2
J

Amazon Web Services in Action by M_ichael Wittig and Andreas Wittig,Re-leased September2ols, Manning p"ail;;;: GJN, szarorz 2ss1lsAWS Developer Guides
other web sources suggested by the teacher concerned and the colegeIibrarian includingreading material

unit tests (IE).
S"Ee""tea C"-C"m",
Training of students by related intustrialexperts.
One Seminar
Two Quizzes
Infographics on seryice architectura-l models.
Invited lectures and presentations on related topics by field/industriar experts.

VI. Co-CurricularActivities:
o/ Mandatory: (Training of students by teacher on field related skills: lShrs)t. 

fg{feagtr-eg: Training of s.r,dents iV t"""i* 
-i" 

taboratory and field for atota.l of 15 hours on. understandi;g 
";;;"-i.nds of compute servicesneeded for different activities arra no*"ews 

"ompirte s"*i"e" can be used forSmall and Medium business at a cheapercoJ -2' For Student: Individuars can visit s-art o. medium business units tounderstand their daily operations. Tht;; ;;;"p these daily operationsto IT operations that can b.e performed ." . "i."a instance. students ca',submit a S-page document.,'istrating trr" 
"p"."ti."" that can be performedon a cloud instance with relevant arch"itectur'e rnodel.3. Max marks for Field Work Report: 05.4. Suggested Format fo. 

"*tj^yoll: Tifle page, student details, content page,introduction, any three SoAp ApIs .. siG-"rl."i"rnvocation mechanism forthese ApIs, Common issues related to their invocation, Conclusion arrdAcknowledgements.
5.

a
l.
2.

3.

4.
5.

pracfical Syltabus: CourseTA: REST Integration for SaaSIII. SkillsOutcomes:

, o_n successful compretion ofthis practical course, student shall be able to:1. Create and configure an EC2 insiance foi aiff"."rrt developmentenvironments based onneed.IV. Practicalsyllabus:
l ' creation of di[ferent EC2 instaaces - AtnazonMachine Linux, ubuntu Linux,
2. Establishing connectivi_ty to EC2 instances using CLI for Linuxmachines and RDC forWindows -a"frinls3. Creation of various security group" ,."irrg feV+7fpV6 permissions4. Using CloudWatch for monitoAng load ,ri.t i""'5. Creation of auto-sca-ling g.orp" ird f o.a_tJl]l"irrg instances6. Creation of a VpC network

ffi.



Ix. Suggested euestlon paper pattertr:

llT: : ":::: ",- Y1: "
SECTION.A

Answer any ro of the following euestions: (5 x 5= 25 Marks)l.
,
J.

4.
5.
6.
7.
8.
9.
10.

SECTION - B

Answer any FIVE of the following euestions (5 X rO =5O Marks)
11.
72.
13.
14.
15.
16.
17.
18.
19.
20.

Note: Paper setter must select TWo Short euestions and rwo Essay euestionsfrom Each Unit

Suggested
Semester - V/ Cloud

Max. Time :3Hrs.

Questlon Paper Model for practical Enamlnation
Computing Course - 7A (REST Integration for SaaS)

Cloud Computing
Max. Marks : 5O

l. Demonstration of creation of an EC2 instance
2. Demonstration of connection to EC2 instance using different meaas
3. Configuration of EC2 instance for running a Java and a pERL program

M
4. Creation of security groups for access control

M
5. Record+Viva-voce (10+ lO)

M

5M
5M
10

10

co

-522510'



A.P. State Council of Higher Education
Semester-wise Revised Sy[abui under CBCS,
2020-27

Three-year B.Sc.
Domain Subject: Cloud

Computrnglll year B. Sc., _
Semester_VCourseTB:

AWS Storage Servlces
(Skill Enharcement Course (Elective), OS

Credits)Max Marks: Theory: LOO +practical:50

Learnlngoutcomes:

Course Code:

ata,

Students after successful completion of the course will be able to:
Explain various storage seryices offered by AWS
Understand and use the database services available in AWS
Integrate storage services of AWS wit1 local infrastructure
Use AWS databases for traditional database activities

II. Syllabus: (Total Hours: 90 including Teaching, Lab, Field Training and unittestsetc.)

I'MT. I
Introduction to storage con_cepts, AWS Object Store, Simple Storage Service (S3),
P3"Fp1ytt 53 through CLI, Creating ,,,a Uri..t.ioirrg 53 buckets, AWS Glacier,Storing objects Programmaticallyusing sa, s3 for static"wet rro"ting, e.r"rr.il[o"t.Consistency in 53
I'MT.II
Introduction to EBS, Creating an EBS Volume, Attaching an EBS volume to anEC2 instance,snapshots using EBS, Instance Store, Diffirence between InstariceStore and EBS
I'NIT- IU
Introduction to Elastic File system (EFS), creating a flle system using EFS, MountingEFS on EC2 instances, sharing Data Volumes 6etween- Instances,"rrronitoring RiteSystems, Data Backups usingnBs Volumes
I'NIT.IV
Introduction to AWS Database Serrrices, Rerational Database Service (RDS), ExploringRDS with a MySeL instance, Importing data into a database, n""r.irrg 

"-p-lrrJ.L,o.r.rgdatabases, controlling access to a data'base, controling network access and dataacce_ss, Creating high-availability, TWeakingperformance and Monitoring - --I'NIT.V
Introduction to NoSeL databases, DynamoDB, DynamoDB for Developers,
Creating a sampleapplication using bynamoDb, breating tatfes, eJJing iRetrieving data, Removing data, I\,Iodi&ing data, Auto Scaling

I

I
2

J

4

0( o.
b\O



III

V. References:

ru

1.

2.

3.

4.
5.

6.

1.
1

3.

4.

Practical Syuabus: Course 6E}: AUIS Compute ServlcesSkills Outcomes:
o^n successful completion of this practical course, student shall be able to:Create 33 buckets for storing difllrent volum";;i;;"
Integrate 53 with EC2 instances and use ApIs to fetch data from 53buckets to localcomputers
Understand EBS volumes arrd Instance stores
Understand tJle basic concepts of File Systems on AWS instancesCreate and use RDS instances
Manipulate data using D.ynamoDB
Practicalsyllabus:
Creation of 33 buckets and their integration with an EC2 instanceCreation of an Elastic File System orL eCZ t;;i;;;
Creation of an RDS instance using MySeL i-"g"-urrJ 

"*".rtion of databaseoperations

y;"?-rXlJ"'-oDB instance for GRUD (create, Read, Update, Delete)

1. Amazon Web Service^s^in^Action by Michael Wittig and Andreas Wittig,
^ Reteased September2ol8, Manning p"aii;;;;"", rsBN: 978r6r729sr192. AWS Developer Guides
3. Other web sources suggested by the teacher concerned and the collegelibrarian includingreadLg material

VI. Co-CurricularActivifies:
a) Mandatory: (Training of students by teacher on field related skills: 15hrs)I I?"I*:l_.1: Training of students- by ;";;h"; iri r"to."to.y and fietd for atotar of 15 hours on understandirg 

"*io"" il"J" of storage services neededfor dilrerent activities and estimat; ft" p-"-i"s 
"avantages 

over traditionalstorage schemes
2' For Student: Individuars can visit smarl or medium business units tounderstand their storage requirements f* f".fi.-Ag ,heir n;;;;"":They need to estimaie low.Aws "t.i"i" 

- 
J.uces c.rn be used formaintaining their data on cloud makin! ""i" trru, sensitive information isnot leaked outside. They are also advisej to ^J" use of DynamoDB to mapunstructured data to run some basic data anafircs on tJ:e data stored oncloud. They need to submit a s p"g; ;;;;J"t illustrating the storasemodel opted for t,.e business ,irii tfr"v-"i"it"d ;;;;-i,i,h"";iffii:architectural diagrams.

3. Max marks for Field Work Report: 05.4. Suggested Format fo. 
"*lj^y.*: Tifle page, student deteils, content page,introduction, any three SoAp ApIs .; i;;-";;;; -"ocatron mechanism forthese APIs, Common issues related to their in o.atiorr, Conclusion andAckrowledgements.

5. Unit tests (IE).n)@
9. T*l"t of students Uy .-.t"aETrstria.lexperts.
/. One Seminar
8. Two Quizzes
9. Infographics on seryice architectural models.
10. Invited lectures and presentations on related topics by freld/indu

u
G

D(. o.

510.



X. Suggested euesHon paper pattern:

Time: 3 Hours Max. Marks: 75

SECT]ON-A

Answer any FIVE of the following euestions: (5 x 5= 25 Marks)i.
2.
o.
4.
5.
6.
7.
8.
9.
10.

SEC?ION - B

Answer any FIVE of the following euestions (5 X lO =50 Marks)
11.
72.
13.
74.
15.
16.
77.
18.
19.
20.

Note: Paper setter must select TWo Short euestions and rwo Essay euestionsfrom Each Unit

uggested Question Paper Model for practical E:ramination
- V/ Cloud Computing Course - 78 AWS Storage

ServicesCloud Computing
Max. Marks : 50

s
Semester

Max. Time :3Hrs.

Demonstration of creation of 33 buckets a,,d integration with an EC2 instance5M
2. Demonstration of connection to an RDS instance
3. Execution of various operations on the RD instance

M
4 Configuration of access control mechanisms to the RDS instance

M
5. Record+Viva-voce (1O+ 10)

5M
lo

10

20

erstU

M

510'

Dr.o.


