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Introduction 
The IT Policy of the college outlines the guidelines, procedures, and standards for the use of 

IT resources and services by the faculty, staff, and students of the Institution. The policy is 

designed to ensure that the use of IT resources is secure, efficient, and ethical.   

User Guidelines 
1. Keep your account secure: Protect your account by creating a strong password and 

changing it regularly. Never share your password with anyone else, and never leave your 

computer logged in and unattended. 

2. Save your work frequently: Save your work frequently to avoid losing it in case of a system 

crash or power outage. Use external storage devices or cloud-based storage solutions to 

back up important files. 

3. Do not download or install unauthorized software: Downloading or installing software 

from untrusted sources may introduce viruses or other malicious software into the system. 

Only install software that is approved by the college's IT department. 

4. Respect intellectual property: Do not use the computer system to download or distribute 

copyrighted materials without permission. This includes music, movies, and software. 

Respect the intellectual property rights of others. 

5. Use resources responsibly: Do not abuse the computer system by using excessive bandwidth 

or storage space. Use resources responsibly and considerately. Do not engage in 

activities that may compromise the security or integrity of the system. 

6. Report security incidents: If you suspect that your account has been compromised or if you 

notice any security issues with the computer system, please report it to the IT 

department immediately. 

7. Use appropriate language and content: Do not use the computer system to access or distribute 

inappropriate or offensive content. Use appropriate language and content when 

communicating with others. 

8. Keep the computer system clean: Keep the computer system clean by not eating or drinking 

near the computers. Report any damages or malfunctions to the IT department. 
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9. Log off when you are finished: Always log off the computer system when you are finished 

using it. This helps to ensure the security of your account and prevents unauthorized 

access to your information. 

Network Security and Data Protection 

This network security policy aims to protect the college’s computer network and data from 

unauthorized access, modification, and destruction.  

1. Access control: 

Access to the college's computer network is restricted to authorized users only. Every user must 

have a unique login ID and password, which they must not share with anyone. The college IT 

department must approve all access to the network, and users must not attempt to circumvent 

access controls. 

2. Password policy: 

All users must adhere to the college's password policy, which includes creating strong 

passwords and changing them regularly. Passwords must be at least eight characters long, 

include a mix of upper and lower case letters, numbers, and special characters. Passwords must 

not be reused or shared with others. 

3. Malware protection: 

All devices connected to the college's computer network must have up-to-date malware 

protection software. The college's IT department will provide this software, and users must not 

attempt to disable or circumvent it. All devices must undergo a malware scan before connecting 

to the college's network. 

4. Data protection: 

All college data must be treated as confidential and protected against unauthorized access, 

modification, and destruction. Backup and recovery procedures must be in place to ensure that 

data is recoverable in the event of data loss. 

5. Data retention and deletion: 

The college must adhere to all legal and regulatory requirements related to data retention and 

deletion. The college's IT department will ensure that all data is securely deleted when it is no 

longer required. 

6. Wireless network security: 
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All wireless networks must be secured using strong encryption, such as WPA2. Users must not 

attempt to connect to unsecured wireless networks or share their wireless access credentials 

with others. 

7. Incident response: 

All incidents involving a breach of network security or data loss must be reported to the 

college's IT department immediately. The IT department will investigate the incident, take 

appropriate measures to contain the breach, and notify affected users. 

 

Hardware and Software Usage 

This Hardware and Software Usage policy aims to ensure that all hardware and software used 

in the college's computer network is used appropriately and in compliance with legal and 

regulatory requirements.  

1. 2Hardware usage: 

All hardware provided by the college must be used appropriately and for its intended purpose 

only. Users must not attempt to modify, damage or destroy any hardware, including computer 

systems, printers, scanners, and other peripherals. If any hardware is damaged or 

malfunctioning, users must report it to the college's IT department. 

2. Software usage: 

All software used on college-owned computers must be licensed and approved by the college's 

IT department. Users must not attempt to install, download or use unlicensed software or 

pirated copies of software on any college-owned or personal computers used on the college 

network. 

3. Software installation: 

All software installations on college-owned computers must be approved by the college's IT 

department. Users must not attempt to install any software on college-owned computers 

without prior approval from the IT department. All software installations must be done in 

compliance with license agreements and vendor policies. 

Disaster Recovery 
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The Disaster Recovery plan is a critical process to ensure the continuity of operations in the 

event of an unexpected incident or disaster. This plan aims to minimize the impact of a disaster 

and ensure the prompt recovery of IT systems and data to maintain the college's operations. 

1. Risk Assessment: 

The IT department must conduct a risk assessment to identify potential threats and 

vulnerabilities to the college's IT infrastructure. The risk assessment must 

include an analysis of critical systems, applications, and data to identify the 

potential impact of a disaster. 

2. Backup and Recovery: 

The IT department must implement a backup and recovery plan that includes regular 

backups of critical data, and offsite storage of backups to ensure that data is 

recoverable in the event of a disaster. The IT department must also test the 

backup and recovery plan to ensure that it works effectively. 

3. Communication: 

The IT department must ensure that communication channels are established and tested 

to provide regular updates to all stakeholders during a disaster. The 

communication plan must include contact information for all key personnel and 

stakeholders, including vendors and service providers. 

4. Testing and Updating: 

The IT department must regularly test the disaster recovery plan to ensure that it is 

effective and that all personnel are familiar with their roles and 

responsibilities. The disaster recovery plan must be updated regularly to 

reflect changes in IT infrastructure, personnel, and business requirements. 
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LMS 
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E-BOOKS AND E-JOURNALS 
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BIOMETRIC DEVICES 
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PRINTERS AND SCANNERS 
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G-SUITE(Google Workspace for Educational Fundamentals) 
 

 
 


